
In the information age the ability to efficiently and securely share, modify and re-use data between 

partner organizations is the fundamental basis for any organization. The data shared supports 

military interoperability in the planning phase, delivers actionable intelligence between friendly 

nations, synchronizes and coordinates the definition of government policy between departments and 

helps different commercial entities to evolve the proposition of a new product or technology. Over 

the last two decades it has been the portal that has emerged as the device that is used to store, 

record, modify and share data. Not only has this been used to share data within the well-defined 

security boundaries of the organization, but extranets have been introduced to cater for users 

outside of that organization to have direct access to the data held within the portal. Extranets are a 

tactical solution for providing strictly constrained access to key internal data, to support the 

collaboration of joint initiatives, for users who reside outside of the security domain.  

Unfortunately in parallel with the increased reliance on data and a truly global internet, cyber 

insurgency and criminality have developed at a pace. Cyber-attacks are now incessant and prey on 

the vulnerabilities of configured networks where the weakest point of the chain offers an entry point 

that once exploited can expose the complete internal (and external) network to attack. For many IT 

administrators the use of an extranet, or any other external access point, has the potential for 

escalating an organization’s cyber threat profile and is invariably avoided at all costs: extranets are 

disabled, the firewall is hardened thereby strengthening the internal data security but at the cost of 

effective and efficient data sharing. Consequently, without the ability to directly access the data from 

the portal, users fall back to sharing data via email, on data keys, and using DVDs which then 

introduce their own cyber-attack vulnerabilities in particular for harboring harmful malware including 

viruses, bots, trojans and worms. From an operational perspective this loss of direct access has a 

large negative impact on the efficiency of data sharing and destroys the concept of a ‘single point of 

truth’.  

   iOra has developed a highly secure method for enabling collaboration between organizations by 

replicating data between partner organizations through access environments where users only 

retrieve data from within their own security domain. Remote users do not have to connect through a 

partner organization firewall to access key data as the data is accessed locally within their own secure 

environment. Removing this requirement for remote access immediately eliminates cyber threats 

and associated issues for administrators hosting users from unknown and unmanaged domains. 

Where extranets are enabled, the security of the network is set at the level of the weakest link in the 

chain and is therefore outside of the control of the hosting administrator. Without having the 

requirement for supporting an extranet, rigid firewall structures can be maintained ensuring that 

only open access to strictly managed and certified content is used for the purposes of content 

replication. Users access their data locally, securely and efficiently within their own specific domain, 

and incremental updates are automatically encrypted and replicated to and from each domain 

thereby maintaining an exact replica of data. As part of the content configuration, not all content in a 

portal needs to be configured for replication and sharing. The iOra content administration interface 

allows the user to scope the content that is required for distribution to the interested users within 

the defined distribution network.     
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The architecture below illustrates how an iOra server to server replication configuration removes 

the requirement for opening up the firewall to external domain users. Users access their data locally 

within their specific domain where updates are automatically replicated to and from each domain to 

maintain and exact replica of data. The communication between the servers is limited to a single iOra 

amendment file that exhibits a set of unique characteristics that help to ensure security: 

 Single update file for update – to perform an incremental update for remote replication, a 

single amendment file is required to be communicated between servers. The amendment file 

has a unique structure that can be validated by the Next Generation firewall.

 Epsilon compression – By default, iOra uses the patented Epsilon compression algorithm that

only transports fragments of the data that is required for maintaining a replica. The 

compression algorithm uses a cross file differencing method that systematically identifies the 

new fragments of data that are required as part of the update. Consequently, the interception 

of any amendment file would only deliver a collection of unrelated ‘jigsaw pieces’ rather than 

complete data.

 Encrypted update files – The amendment files are securely encrypted by default when 

processed by the iOra administration interface.

 Machine Authentication – Administrators can configure iOra publications to require a

separate authentication code to be available before processing the amendment. This can 

provide a second level of security validation within the network.

In summary removing the need for data access over the internet creates an environment where 

domains and servers can be better protected and hardened to prevent cyber-attack. iOra delivers the 

robust, secure and scalable replication architecture for ensuring that communities of users remain 

connected and can continue to securely collaborate. 

   iOra is the leading global provider of the portal and file based compression and replication 

technology for organizations that need to operate in the most demanding environments. Our 

technology enables an intelligent, competent and transparent data exchange that is consistent and 

guaranteed, irrespective of location or network connection. Trusted by Governments, corporates, 

military and global organizations, our technology has been selected for its proven capabilities in 

hostile and remote environments. iOra products replicate data between installed Microsoft 

SharePoint servers, to virtualized servers distributing web or file content or to mobile users for access 

offline - thus enabling guaranteed access to up-to-date operational critical information.  
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